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• Lockbit Black Ransomware 3.0 
• Lockbitgroup – Criminal organization
• Ransomware as a Service (RAAS)
• Franchised
• Advertised as“fastest encryption software in 

the world” 
• 44% of ransomware attacks between Jan –

Sept 2023
• Tens of millions US Dollars paid

The Attack



• Indication of a “Password Spray attack” 
within the event logs of the Domain 
Controller

• Several account logon failed attempts 
noticed in the event logs.

• Firewall logs encrypted – no detail to 
pinpoint exact cause

• Phishing most likely cause as spray attacks 
not unusual

The Attack



• 04h25 am on 11 August 2022
• Ransom note at many networked printers
• Prints until page tray is empty
• Files encrypted across 72 virtual and physical 

servers
• 932 Laptops and desktops  - encrypted files 
• Data of all core systems encrypted and not 

accessible 
• Unable to transact with customers

The Attack



Ransom Note



Landing Page of Malicious Actor



• Computer Users
• In process of migrating to office 365 and 

cloud based mail server
• VMware not updated because moving to 

Microsoft Hyper V
• Core Systems on older operating systems
• Older computers not on windows 10

Vulnerabilities



Backups / Disaster Recovery

Paarl Production Site

Wellington DR Site

Own Fibre

• Financial system – Solar

• HR/Payroll – Payday

• Email - Microsoft Outlook

• All databases and applications developed in-house.

• Document management system – Collaborator

• Customer Care – SeeClickFix

• Telephone Voice over IP system – Mitel

• Internal Audit and Risk Management system BarnOwl



• Production and Disaster Recovery not cloud 
based

• Keep 3 copies of data
• Backed up data stored on 2 media: disc and 

tape
• 1 copy stored off site, 1 copy stored off-line
• Mon – Fri: - 16h50 backup of core DB’s

- 17h15 & 17h30 replication of   
HD’s to Wellinton DR

- 23h00  Back up to Tape
• Sat 15h00 Full backup to Tape

Backups / Disaster Recovery



• Unplug internet
• Reformat all servers
• Reformat all laptops and desktops
• DR site not compromised
• Data on core systems safe and restored to 

production site
• Finance and HR System restored within 3 

Days
• IP Phones operated on isolated VLAN
• All ports on switches closed – only opened 

once the connected computers were cleaned 

Recovery



• Notice of Security Compromise – S22 POPIA
• Completion of Annexure A
• Letter to Information Regulator 
• Notification on Website
• SAPS case

POPIA Compliance



Post Cyber Attack

• Vendors of 3 core systems migrated to latest 
version of SQL

• Multi Factor Authorisation
• Microsoft End Point Upgrade (only possible 

on 365
• Simulated Phishing attacks – increase 

awareness
• Infrastructure upgrades at DR Site
• More comprehensive patch management
• Darktrace AI



• DR site must be exact replica of production 
site (if not in the cloud) – restore of critical 
systems would not have taken 3 days

• The end point protection on Microsoft when 
not on 365 is not robust enough

• Appoint good network and system engineers
• Prioritise cyber awareness
• Communicate early and frequently 
• Senior Managers / City Managers / Audit 

Committees / Risk Committees “need to 
know what they don’t know”

Lessons



• Don’t place reliance on external assurance 
providers – AG / External Audit Services

• Regular Management Information on 
cybersecurity status is critical

Lessons



Thank You!
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