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The Audit Crisis in South African Municipalities

Irregular Expenditure and Governance Gaps

AGSA's 2023/24 report recorded over R25.5 billion in irregular spending and 266
and 266 material irregularities. These figures point to serious flaws in internal
internal controls across many municipalities.

Limitations of Traditional Audits

Conventional audits are often retrospective, lack real-time detection, and depend on
depend on fragmented data systems, reducing their effectiveness in catching fraud
catching fraud early.

Need for a Proactive System

To combat systemic issues, a paradigm shift is needed—toward intelligent auditing
auditing powered by Al that supports predictive governance and continuous
continuous monitoring.




‘ Al Technologies in Auditing: Capabilities and Tools

Anomaly Detection and Risk Scoring
Machine learning models like Isolation Forest and XGBoost flag unusual

unusual transactions, enabling early fraud detection and improved audit
audit efficiency.

Natural Language Processing
NLP tools like BERT and spaCy analyze tenders and financial records for red

for red flags and non-compliance patterns, improving procurement oversight.
oversight.

Dashboards and Automation

Real-time dashboards using tools like Power Bl and RPA streamline compliance
compliance tracking, turning audits into proactive governance tools.




Al offers significant capabilities across various audit functions:

Anomaly Detection: Machine learning algorithms can flag unusual
spending patterns, supplier duplications, and misaligned cost

structures.

Natural Language Processing (NLP): Enables semantic analysis of
tender documents, contracts, and internal communications to identify

red flags.

Predictive Analytics: Uses historical data to forecast risk-prone

transactions or departments.

Real-Time Dashboards: Allow auditors to visualize key metrics and

risk areas continuously.




Al Technologies in Auditing: Capabilities and Tools

Application Area Tech/Tools Expected Outcome

Anomaly Detection in Detect irregular payment patterns like duplicates or Machine Learning (lsolation Forest, Early fraud detection and prevention

spikes Autoencoders)

NLP in Contract Review Identify tampered contracts or non-compliance in NLP Libraries (spaCy, BERT)

tenders

Real-Time Monitoring Track financial KPIs and audit issues live Power BI, Tableau, Plotly Dash

Predictive Risk Scoring Forecast risk of financial ~misconduct by Regression Models, XGBoost

department/project

T (LB N TSN EHIE S ST Uncover fake suppliers or inflated invoices Neural Networks on procurement data

Detection

ST G ELNE B R TN ETRIESE Analyze whistleblower feedback and complaints for Sentiment classifiers, keyword analytics
red flags

Audit Trail Automation Ensure immutable logging of financial decisions Blockchain (Hyperledger)

Pre-payment fraud prevention and contract

integrity

Real-time insights for municipal oversight

Targeted audits and efficient resource use

Block fraudulent payments to ghost vendors

Convert citizen tips into audit actions

Tamper-proof audit documentation


https://youtube.com/shorts/PJ8INzuYIgo?feature=share
https://youtube.com/shorts/il0BrbqUqp8




Table: Proposed

Solutions to
Break Data Silos
and Enhance
Financial
Oversight

Solution

Description

Create Centralized Data Warehouses

Establish a single data repository aggregating
financial, HR, and procurement data. Enables Al
to analyze transactions holistically. Example:
Integration of ERP, SCM, and payroll.

Mandate Interoperability Standards

Enforce data interoperability policies across
municipalities. All systems must be compatible
with national audit platforms.

Use Al to Identify Integration Gaps

Employ ML to detect disconnected datasets. Flag
departments with misaligned data as early
indicators of risk.

Appoint Chief Data Officers (CDOs)

Each municipality should have a CDO for data
integration strategy, PFMA and Cybercrime
compliance, and coordination with AGSA and
Treasury.

Roll Out Audit Integration
Dashboards

Implement dashboards to visualize audit metrics
like late submissions, irregular vendors, and
missing contract links.

Incentivize Cross-Department
Collaboration

Offer conditional grants for implementing shared
infrastructure, Al-readiness improvements, and
transparent audit trails.




‘ Case Studies in Digital Auditing

City of Cape Town

Cape Town reduced procurement fraud risk by 17% using Al-based vendor
screening, showing practical value in local government contexts.

Kenya and Estonia

Kenya's IFMIS system and Estonia's blockchain-integrated audits show global
effectiveness in using Al and transparency tools for real-time fraud detection.

Lessons for South Africa

These examples highlight the importance of political will, infrastructure
infrastructure readiness, and ethical Al implementation in ensuring success.
success.



Using Al and Data Analytics to Address AGSA's Findings on Municipalities
1. Detecting Irregular and Wasteful Expenditure

Problem: Municipalities Incurred R406.83 Billion In Irregular Expenditure Over Five

Years, Often Due To Non-compliant Procurement And Flawed Contract Management.
Al/Data Solution:

Anomaly Detection Algorithms: Identify unusual spending patterns or vendor

irregularities in real time.

Contract Analytics with NLP: Automatically flag terms in tenders or invoices that

violate procurement laws.

Predictive Risk Models: Forecast departments or projects likely to produce

irregularities based on historical patterns.




Real-Time Monitoring for Non-Compliance

Problem: Many municipalities fail to submit financials on time, with

delays masking deeper accountability issues.
Al/Data Solution:

Dashboard Analytics: Track financial reporting milestones across all

municipalities to send early alerts.

Automated Compliance Checks: Al can compare submitted financials

against PEMA/MFMA criteria to highlight violations.

Continuous Audit Engines: Al tools that <con live transactions and tlag

policy deviations automatically.




‘ Strengthening Revenue Management and Debt Control

Problem: Municipal debt is rising due to weak revenue collection

and poor financial planning, affecting entities like water boards.
Al/Data Solution:

Debt Collection Predictive Models: Score municipal payers by

likelihood of default and prioritize collections accordingly.

Cash Flow Forecasting: Machine learning models to predict

liquidity crunches and support budgeting discipline.

Geospatial Data Analytics: Identify areas of service non-payment
or leakage contributing to revenue gaps.




‘ Improving Transparency and Accountability

Problem: Poor consequence management and lack of visibility into

procurement and payments.
Al/Data Solution:

Public Audit Portals: Interactive dashboards where citizens and

oversight bodies can track audit issues and municipal responses.

Sentiment & Text Analysis: Scrape social and internal
communications to detect early signs of fraud or conflict of

interest.

Audit Trail Automation: Blockchain-style logs to track every

financial transaction and decision.




‘ Enhancing Auditor Capacity and Risk Focus

Problem: Auditors lack capacity to analyze large, complex data,

missing early signs of misconduct.
Al/Data Solution:

Al-Assisted Audit Tools: Pre-process large datasets, highlight key

risks, and generate risk-weighted audit reports.

Natural Language Generation (NLG): Summarise audit insights

from financial and operational data automatically.

Training Dashboards: Use Al to identify skill gaps among audit

teams and recommend personalised learning paths.
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Data Sources

[ Supply Chain DataJ [Human Resources Data] [Financial Transactions ]
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Overcoming Implementation Challenges

Data and Infrastructure

Many municipalities face fragmented systems and
poor digitization, hampering Al deployment.
Investments in ERP integration and cybersecurity are

needed.
Skills and Change Management

Lack of Al expertise and institutional resistance require
require targeted training, academic partnerships, and change
change incentives.

Governance and Ethics
Strong data governance, ethical Al frameworks, and
and oversight bodies are essential to mitigate misuse
misuse and build public trust.




Adopting Al in auditing is not without barriers:

Data Quality Issues: Poorly digitized records and legacy

systems limit data integration.

Skills Shortage: There is a deficit of Al specialists and forensi

technologists in government agencies.

Infrastructure Gaps: Many departments lack adequate

capacity and cybersecurity frameworks.

. Change Management Resistance: Organizational inertia and

fear of transparency pose cultural barriers.




‘ Policy Recommendations and Strategic Actions

Al Audit Sandboxes and Mandates

Create experimental environments for controlled Al

deployment in audits and mandate digital auditing for high-
risk departments.

Interdepartmental Data Councils

Facilitate collaboration and interoperability by
establishing councils responsible for standardizing
ethical data use and Al protocols.

Training and Conditional Grants

Invest in Al training for auditors and offer conditional grants
for infrastructure upgrades and software adoption in
municipalities.




‘ Policy Recommendations and Strategic Actions

While the PFMA (1999) governs the management of public
finances in South Africa, ensuring transparency, efficiency,
and accountability, cybercrime laws are designed to protect
information systems, data, and digital infrastructure fro

unauthorized access, fraud, and digital manipulation.

With the increasing digitization of public finance systems—
including e-procurement, digital banking, and Al-based
audits—the line between financial misconduct and cyber-

enabled financial crimes is rapidly blurring.




‘ Policy Recommendations and Strategic Actions

Cybercrime Legislation

Category

Regulate financial management in publicCriminalize and address cyber-
Purpose

entities enabled threats

Covers hacking, data breaches,
Covers budgeting, reporting,

cyber fraud, and cyber
procurement, audits

extortion

(Cybercrimes Act, 2021)

SAPS Cybercrime Unit, NPA, and
National Treasury, AGSA
Hawks

Irregular expenditure, misappropriation, Unauthorized data access,

Examples of Violations
non-compliance financial fraud via malware

Disciplinary  action, civil recovery, Criminal charges, fines,
Penalties
material irregularity notices imprisonment
Exploitation of weak financial
Overlap Risk Vulnerability in digital financial controls - _
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Call to Action

How can municipalities scale digital
digital audit innovations sustainably?
sustainably?

Conclusion and Next
Next Steps

Strategic deployment of Al in municipal audits is
both necessary and achievable. With ethical
frameworks, adequate training, and digital
infrastructure, municipalities can transition to
proactive governance. The time to act is now.



PFMA Compliance

PFMA Compliance

Cybercrime Enforcement

Cybercrime Enforcement

Cybercrime Enforcement

Cybercrime Enforcement

Integration & Policy Impact

Integration & Policy Impact

What proportion of material irregularities reported
by the AGSA have resulted in recoveries or
disciplinary action?

How many PFMA-covered entities have integrated
cybersecurity controls into their financial systems?

How many cybercrime incidents have been reported
in the public sector since the Cybercrimes Act was
enacted (2021-2024)?

What percentage of these incidents involved
financial manipulation, fraud, or unauthorized
system access?

What is the conviction rate for public sector-related
cybercrimes since 20217

How many cybercrime investigations involved
PFMA-regulated financial systems or audits?
What percentage of audit findings cite IT system
vulnerabilities or cyber threats as contributing
factors?

How many AGSA audits have incorporated digital

~ .y



Integrated Cyber-Financial
Governance Framework

Legislative Harmonisation

= Align PFMA and Cybercrimes Act

= Mandate cybersecurity audits

e Cross-reference financial and cyber offenses

Institutional Coordination

e Cyber-Financial Oversight Committee
e Integrated response protocols

= Shared breach database

Operational Integration
e Internal control framework

e Cyber-risk registers
 Real-time monitoring tools

Capacity and Culture

e Training programmes

= Performance-linked incentives

e Ethics and accountability campaaigns

Feedback and Adaptation

= Audit and enforcement feedback

= Policy updates from threat intelligence
e Quarterly review meetings
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