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“S ou th  Af r i ca n  ra n ke d n u m be r  o n e  in  Af r i ca ,  
for  ra n somw are  a n d i n fo stea ler  a t ta cks  in  
t h e  s eco nd  h a l f  o f  2 0 2 4 - ES ET  b i -a nn ual  
Th r ea t  Re p ort .”



I C T  G O V E R N A N C E  A N D
W H Y  I T  M A T T E R S  

F O R  R A N S O M W A R E  D E F E N S E

Risk Management: Identifies and mitigates 
ransomware risks proactively.

Accountability: Defines roles and 
responsibilities for cybersecurity.

Compliance: Ensures adherence to legal and 
regulatory standards (e.g., POPIA, GDPR).

Resilience: Builds a culture of preparedness 
and rapid response.



K E Y  I T  G O V E R N A N C E  F R A M E W O R K S

• C O B I T :  F o c u s e s  o n  a l i g n i n g  I T  w i t h  b u s i n e s s  g o a l s  a n d  
m a n a g i n g  r i s k .

• I S O / I E C  2 7 0 0 1 :  P r o v i d e s  a  f r a m e w o r k  f o r  a n  I n f o r m a t i o n  
S e c u r i t y  M a n a g e m e n t  S y s t e m  ( I S M S ) .

• N I S T  C y b e r s e c u r i t y  F r a m e w o r k :  O f f e r s  g u i d a n c e  o n  
i d e n t i f y i n g ,  p r o t e c t i n g ,  d e t e c t i n g ,  r e s p o n d i n g ,  a n d  

r e c o v e r i n g  f r o m  c y b e r  t h r e a t s .



P O P I A  P E N A L T I E S  F O R  D A T A  B R E A C H E S
( a s  o f  2 0 2 5 )

1 .  A d m i n i s t r a t i v e  F i n e s
U p  t o  R 1 0  m i l l i o n  f o r  n o n - c o m p l i a n c e

2 .  C r i m i n a l  S a n c t i o n s
U p  t o  1 0  y e a r s ’  i m p r i s o n m e n t  f o r  r e s p o n s i b l e  i n d i v i d u a l s  i n  
s e r i o u s  c a s e s

3 .  C i v i l  L i a b i l i t y
A f f e c t e d  i n d i v i d u a l s  m a y  s u e  f o r  d a m a g e s  i f  t h e i r  p e r s o n a l  
i n f o r m a t i o n  w a s  c o m p r o m i s e d  d u e  t o  n e g l i g e n c e

4 .  R e p u t a t i o n a l  D a m a g e
L o s s  o f  c o n s u m e r  t r u s t  a n d  b r a n d  c r e d i b i l i t y  c a n  h a v e  l o n g - t e r m  
f i n a n c i a l  c o n s e q u e n c e s .

5 .  M a n d a t o r y  B r e a c h  N o t i f i c a t i o n
O r g a n i z a t i o n s  m u s t  r e p o r t  b r e a c h e s  t o  t h e  I n f o r m a t i o n  
R e g u l a t o r  a n d  a f f e c t e d  i n d i v i d u a l s ,  r e g a r d l e s s  o f  t h e  b r e a c h ’ s  
s e v e r i t y



R A N S O M W A R E  T R E N D S  A N D  T E C H N I Q U E S
P R E D I C T E D  T O  C O N T I N U E  I N  2 0 2 5

 S p e c i f i c  t e c h n i q u e s  a s  o p p o s e d  t o  g e n e r i c /  m a s s  t e c h n i q u e s

 S u p p l y  c h a i n  a t t a c k s  – l a r g e  s c a l e  c o m m e r c i a l  s o f t w a r e  t h a t  

h a s  o n e  o r  m o r e  v u l n e r a b i l i t i e s

 T r i p l e  E x t o r t i o n  

o S i n g l e  – e n c r y p t  d a t a ,  r a n s o m  f o r  d e c r y p t i o n  k e y

o D o u b l e  – m o v e m e n t  o f  d a t a  t o  a  s e p a r a t e  l o c a t i o n

o T r i p l e  – l e a k  d a t a  u n l e s s  R a n s o m  i s  p a i d

 A t t a c k s  o f  u n p a t c h e d  s y s t e m s  – z e r o  d a y ,  k n o w n  

v u l n e r a b i l i t i e s ,  u n p a t c h e d  s y s t e m s



R A N S O M W A R E  T R E N D S  A N D  T E C H N I Q U E S
P R E D I C T E D  T O  C O N T I N U E  I N  2 0 2 5

 P h i s h i n g  – i n c l u s i o n  o f  g e n e r a t i v e  A I

 G e n e r a t i v e  A I  – f r i e n d  a n d  f o e

 A t t a c k s  m o v e  f a s t e r

 S m a l l  a n d  m e d i u m  b u s i n e s s e s  t a r g e t e d

 R a n s o m w a r e  a s  a  s e r v i c e

 C l o u d  E x p l o i t s



Strengthening cyber  secur i ty  contro ls



A c t i o n a b l e  S t r a t e g i e s  t o  C o m b a t
R a n s o m w a r e

 I C T  G o v e r n a n c e

 E m p l o y e e  T r a i n i n g  a n d  A w a r e n e s s

 L a y e r e d  s e c u r i t y

 Z e r o  T r u s t  A r c h i t e c t u r e

 A d v a n c e d  P r o t e c t i o n  T e c h n o l o g i e s  - E n d p o i n t  D e t e c t i o n  &  

R e s p o n s e  ( E D R )

 R e g u l a r  B a c k u p s

 P a t c h  M a n a g e m e n t

 N e t w o r k  S e g m e n t a t i o n

 T h r e a t  I n t e l l i g e n c e  I n t e g r a t i o n

 C o n t i n u o u s  m o n i t o r i n g  a n d  a u d i t i n g

 T a b l e  T o p  E x e r c i s e s



I N C I D E N T  R E S P O N S E  P L A N N I N G

 D e v e l o p  a n d  t e s t  a  r a n s o m w a r e - s p e c i f i c  i n c i d e n t  r e s p o n s e  

p l a n

 I n c l u d e  l e g a l ,  P R ,  a n d  e x e c u t i v e  t e a m s  i n  t a b l e t o p  e x e r c i s e s

 M a i n t a i n  o f f l i n e  c o p i e s  o f  c r i t i c a l  r e s p o n s e  d o c u m e n t a t i o n

 D o c u m e n t  l e s s o n s  l e a r n t  a n d  c o r r e c t i v e  a c t i o n



So ur ce :  S ta te  of  Secu r i ty 2 02 4 |  Sp lun k



CYBERSECURITY VS CYBER RESILIENCE CYBERSECURITY VS CYBER RESILIENCE 

CYBER RESILIENCECYBERSECURITY 

Definition: The capacity to recover quickly from  
difficulties or toughness

Definition: Procedures followed, or measures 
taken to ensure the safety of a state or an 
organization

Technologies and processed designed to keep 
delivering intended services in spite of cyber 
incidents

Technologies and process designed to protect an 
organization from cybercrime

Works to ensure continuity on a wider scope 
comprising cybersecurity and business 
requirements

Works to reduce the risk of cyber and to protect 
the organization from cyber attacks

Requires organization-wide culture shift that 
normalizes and embeds security best practices

Can work effectively without compromising the 
usability of other systems

Requires the organization to become agile and adaptable 
in the face of cyber attacks and incidents

Includes a business plan to resume operations in 
the event of a successful attack



1. The organization’s cybersecurity risk management 
strategy, expectations, and policy are established, 
communicated, and monitored. 

2. The organization’s current cybersecurity risks are 
understood. 

3. Safeguards to manage the organization’s 
cybersecurity risks. 

4. Possible cybersecurity attacks and compromises 
are found and analyzed. 

5. Actions regarding a detected cybersecurity 
incidents are taken. 

6. Assets and operations affected by a cybersecurity 
incident are restored. 

This publication is available free of charge from: 
https://doi.org/10.6028/NIST.CSWP.29 





Take Aways

Protect Detect Respond Recover



T H A N K  Y O U !
A n y  Q u e s t i o n s ?


