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R37 Million Illicitly Withdrawn from Bank Account 

–KwaDukuza Municipality
The Incident
In early 2025, unauthorised transactions totalling over R35 million were processed from the municipality's primary bank account in 15 transfers over ~45 

minutes.
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Detection & Response
ABSA flagged the activity as fraudulent and blocked further transactions. Investigation suggests unauthorised access to the financial system/banking profile, 

potentially through compromised endpoints or internal systems.

Detection & Response
ABSA flagged the activity as fraudulent and blocked further transactions. Investigation suggests unauthorised access to the financial system/banking profile, 

potentially through compromised endpoints or internal systems.



City of Johannesburg – Ransomware Impacts
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What Happened?
Billing and customer service systems were disrupted by 
ransomware, affecting payments and revenue 
operations. (Known municipal breach context)

Lesson Learned
Unpatched systems + lack of segmentation amplify risk.

Ransomware attacks on municipal billing systems directly 
impact revenue collection and the ability to deliver 
services to citizens. Keeping systems patched and 
properly segmented is a critical first line of defence.



AI POWERED CYBER ATTACKS

Organisational security culture = Critical.

We excel in providing real time, threat analysis and SETA for employees. 
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Lessons to be Learned



Deepfake Whaling Scenario
It’s 8:17 a.m. on a Monday.

The Finance Manager at a municipality receives an email that looks exactly like it came from the City Manager. The wording matches his 

usual style. Short, direct, professional. The subject line reads: "Urgent – Confidential Payment Approval”

Moments later, the Finance Manager’s phone rings. The caller ID shows the City Manager’s name. On the call, the voice sounds exactly like 

him. Same accent, same tone. He explains that the municipality is finalizing a sensitive land acquisition and asks for an immediate payment 

to secure the deal before public announcement. He stresses confidentiality and urgency. 

To reassure her, he joins a quick video call. On screen is the City Manager’s face, nodding, speaking naturally. He reminds her that delays 

could cost the municipality millions and instructs her to proceed immediately and “not involve anyone else yet. "Trusting what she sees and 

hears, the Finance Manager authorizes the transfer. 

By the time the real City Manager arrives at the office later that morning, the funds are gone! They have been sent to an overseas account. 

• There was no real meeting. 

• No real call. 

• No real executive. 

• Only an AI-generated deepfake whaling attack.
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Why Targeting Municipalities ?
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Sensitive Data & Critical Services
Municipalities hold sensitive data (citizens' records, finances) and critical services (utilities, emergency systems).

Increasing Threat Landscape
Cybercriminals increasingly target weak defenses in local government.

POPIA implementation failure
No controls or ineffective controls related to data security safeguards. 
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What should we Do ?



Treten Networks
Treten Networks Limited is a leading IT services company committed to delivering high-quality fabrics and innovative textile solutions. Established in 1986, we 
have built a reputation for excellence in the industry, leveraging advanced technology and sustainable practices to meet the diverse needs of our clients. Our 
extensive product range includes cotton, polyester, blended fabrics, etc. Serving various sectors such as fashion, home furnishings, and industrial applications.
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Conclusion
Treten Networks is here to partner with you and help you in strengthening your controls and compliance 

environment.

www.tretennetworks.com



+123-456-7890 info@tretennetworks.comAl Wasl Building, Next to Dubai Mall,
Burj Khalifa Metro Station, 
Exit 2 Sheikh Zayed Road, Dubai.
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Whaling (CEO Fraud)
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Definition: A targeted form of phishing aimed at senior leaders or officials. Emails appear to be from executives, instructing staff to transfer 

funds or divulge sensitive data.

Whaling  Impact  on  Local  Government

Financial Losses
Financial losses from fraudulent transfers.

Operational Disruption
Disruption of budget and procurement processes.

Reputational Damage
Loss of trust internally and with external partners.



What Is Phishing?
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Definition: Phishing is when attackers use deceptive messages (often email) to trick employees into revealing credentials or clicking 

malicious links. Real-world Example: Fake email asking staff to log in to a "security update", leading to harvested logins.

Impact  of  Phishing  on   Municipalities

BEC
Compromised email accounts → unauthorized access to government systems

Identity theft and related fraudulent activities
Stolen credentials can lead to data breaches of citizen records

Lack of availability of systems
Impersonation attacks can unlock financial fraud and service disruptions



What Is Smishing?
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Definition: Smishing is phishing via SMS texts, tricking employees into clicking malicious links or sharing sensitive information.

Impact  of  Smishing  on   Municipalities

Mobile devices compromised with malware.

Credentials or tokens captured via fake links

Increased risk to remote worker access points


