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Introduction: Why Cyber Security Auditing 
Matters in South Africa



Cybersecurity Facts!!!
The AGSA has emphasised that cybersecurity remains a top concern for governments worldwide, especially 

in South Africa.

The Communication Risk Information Centre said in their 2025 telecommunications sector report that 

cybercrime costs South Africa an estimated R2.2 billion per annum.

70 of the AGSA’s auditees were assessed on the effectiveness of their cybersecurity prevention measures 

and their vulnerability to cyberattacks.

These assessments included the testing of department IT systems to determine potential vulnerabilities and 

defensive capacity.

The AGSA found 45 of the auditees were vulnerable to cyberthreats, 23 of which were deemed to be high-

impact targets.

The audit found that many of the auditees did not possess sufficient backup capacity, which could leave them 

vulnerable to significant financial and data losses in the event of an attack.

They also identified flaws across multiple departments’ systems, increasing the risk of cyber threats to these 

departments.

Source: Auditor General Annual Reports



Cybersecurity AGSA Findings!!!
Ageing infrastructure: Auditees did not upgrade outdated IT infrastructure so 
that it could reliably support key applications. This not only increases the 
vulnerability to attacks, but also hampers the implementation of modern security 
measures.
Compromised environments: Security perimeters failed to prevent breaches 
during penetration testing across multiple environments. This highlights a 
systemic weakness in the existing defence mechanisms. Several environments 
were compromised during the year, which had a negative effect on service 
delivery.
Skills deficit: Most auditees were unable to recruit and retain cybersecurity 
professionals. The skills gap undermines auditees’ ability to proactively defend 
against and respond to cyberthreats.
Third-party risk management: The risks associated with third-party service 
providers were not adequately managed. Poor oversight and lax controls expose 
auditees to potential breaches through their extended networks.
Underinvestment in cybersecurity: Cybersecurity is underfunded, with budgets 
tied to broader IT expenditure rather than being recognised as a critical business 
risk. This lack of targeted investment compromises the ability to build robust 
security programmes

Source: Auditor General Annual Reports



Context, Scope & Objectives of Cyber 
Security Audits



Information Technology Cyber Audit Planning

Source: Future Spot



Information Technology Cyber Audit Team

Source: Future Spot



Information Technology Audit Scope & 
Institutional Landscape

Source: Auditor General Audit Strategy/ Auditor General Annual Reports



IT Audit Road Map:
The steps in performing an IT audit



IT Audit Road Map:
Typical IT Process



Cyber Security Audit Scope & Institutional 
Landscape



Cyber Governance, Accountability & Compliance 
Landscape in South Africa



Audit Objectives: Government



Cyber Governance, Accountability & Compliance 
Landscape in South Africa



Audit Scope: Across National, Provincial & Local 
Spheres



Key Control Domains & 
Focus Areas 



Core Cyber Security Control Domains to Audit



Threats, Vulnerabilities & Risk Prioritization



Methodologies,
Frameworks & Processes 



Applicable Standards & Frameworks



Audit Methodology, Evidence Collection & 
Testing Approach



Audit Methodology, Evidence Collection & 
Testing Approach



Audit Methodology, Evidence Collection & 
Testing Approach



Cyber Security Audit Lifecycle & Process



5W1H of Public Cyber Audits



Question for the future of IT Systems risk and 
audit practices 



Governance, Control & Risk Management



Incident Response, Business Continuity & Resilience 



Data Protection, Privacy & Compliance



Challenges, Gaps & 
Improvement Roadmap 



Cyber Maturity Tiers



Entity Action Plan



Cracking Reporting of Cyber Security, 
Findings & Outcomes 

Source: Future Spot



Conclusion & Recommendations:  

Cybersecurity remains a primary concern. Cyber Security should be 
approached on the assumption that incidents would occur. ALL Spheres 
of Government are urged to put mechanisms in place to recover from 
potential cyber events, including continuous staff education.
• Organisational Cyber Awareness Campaigns 
• 3rd Party Cyber Security Awareness & Governance
• Training & Development - with skills and capabilities developed to 

provide insight and recommendations

Recommendations: 
• Organisations must run a 24-hour scan on the data centres to ensure 

data security
• Back – Ups are essential and should be consistent.
• Many organisations had been operating on legacy systems, and 

required substantial modernisation to strengthen its cybersecurity 
posture. 

• A plan for IT investment over the next five years would address this 
challenge



Thank You!


