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Data Protection at City of 
Johannesburg



Data Protection Approach using DLP

• DLP Tool that has been operating successfully in the City of Johannesburg 
environment for over a year, safeguarding thousands of endpoint devices 
without any end-user intervention. 

• The solution delivers comprehensive visibility and control to ICT data 
environment—allowing the City to define what data is backed up, where it’s 
stored, and when protection occurs. 

• Tried, tested, and fully operational and was rapidly deployed and has 
consistently demonstrated its functionality, ease of use, and significant impact 
on data protection for COJ endpoints.



Data Protection Approach using DLP



Simple Steps to follow for DLP



Secure Your Data Using Cloud



Critical Tool Box to use for Data 
Protection



Tool Box

[ 1 ] Cybersecurity Strategy which has a section on overall guideline on how to 
handle data governance

[ 2 ] The City did a POPIA compliance assessment with the CSIR. This helps 
understand where the gaps are in terms of compliance and the team then 
implemented technical controls to address the gaps.

[ 3 ] Data Governance Policy

[ 4 ] Information and Cybersecurity Policy



Tool Box

[ 5 ] Cloud Computing Policy

[ 6 ] GICT Priority Regulatory Register (risk rigister)

[ 7 ] Full disk encryption for hard drives, USBs and laptops with Microsoft 
BitLocker

[ 8 ] Data Loss prevention with Netskope (physical devices) and Microsoft Purview 
(cloud workloads)
[ 9 ] Access control to data through multifactor authentication.

[ 10 ] 24/7 monitoring and response to cybersecurity incidents
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